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Abstract—Health is one of the most vital assets in every individual. Patients’ privacy rights should be viewed as personal con-
cerns especially on how healthcare providers perceived privacy rights of patients and other human right contexts. A successful 
patient-physician relationship in healthcare services comes from maintaining the rights of patients, including privacy, integrity 
and confidentiality of medical information. The current study examines the perceptions of healthcare providers and patients 
with respect to privacy rights of patients in Swiss healthcare centres. This paper uses a qualitative research method by phe-
nomenological approach of in-depth and follow-up interviews. A specific data collection form was designed for the purpose of 
obtaining the relevant data. Data was generated from 44 different public and private healthcare centres with a sample size of 45 
participants, namely: patients, nurses and physicians. It highlights the challenges and benefits faced with privacy rights of pa-
tients in healthcare settings. The findings showed the absence of awareness and enlightenment of patient rights, on the part of 
healthcare providers. The paper also reports inadequate organisational and administrative measures, inconsistent and non-
uniform regulations; and as well as non-compliance with existing laws and standards. Furthermore, the paper concludes by 
suggesting measures for maintaining a successful patient-physician relationship in healthcare environments, while ensuring a 
high level of data security in computerised patient dossiers. Finally, the paper provides recommendations that a national 
watchdog align the different patient privacy regulations and procedures across cantonal levels within Switzerland.  
 
Index Terms— Findings, Healthcare Centres, Healthcare Providers, Hospital, Medical Information, Patients, Patient Privacy Rights, Perceptions  

——————————      —————————— 

1 INTRODUCTION                                                                     

The World Health Organisation, WHO [1] classifies health-
care providers as physicians, nurses and dentists or other 
health professionals, while patients are classified as  users 
of healthcare services, either sick or healthy. Patient privacy 
rights should be seen as personal concerns with emphasis 
on how physicians facilitate the patient’s perception of 
physical, interactional and psychological privacy [2]. The 
confrontations on the non-consensual use of patient medi-
cal information are reported on a daily basis, but the chal-
lenges about maintaining a successful patient-physician 
relationship with regards to patient’s privacy rights and its 
sensitive information tends only to improve slowly. The 
inadequate privacy emanating from inconsistent and non-
uniform laws as well as non-compliance with existing laws 
and regulations has resulted in global financial loses, espe-
cially in healthcare sectors. A global survey conducted by 
[3], puts the global cost of data breach at an average of 
US$154 for a stolen data and about US$365 for healthcare 
data breach, Table 4. The figures represent the average or-
ganisational cost per data breach and vary by countries.  
 
There seems to be an insignificant quality of research 
within healthcare sectors in the context of patient’s privacy 
rights. This has created lack of knowledge on the issues and 
awareness of patient’s rights, as well as insights into per-

ceptions of patients and healthcare providers. Continuing 
with this current situation thus provide inadequate analysis 
for patients and caregivers’ perceptions on privacy rights of 
patiens. Developing more informed insights and knowl-
edge on patients and caregivers’ perceptions of privacy 
rights could help better implement the legal, technological 
and compliance procedures. Although, there have been 
national and international laws to regulate privacy rights of 
patients, for instance, the European Charter for Patient 
Rights, the United Nations Declaration of Human Right 
and HIPAA, among others. But, effort to have consistent 
and uniform legal and standards across healthcare institu-
tions has not yielded substantial results.  
 
The present research suggests the need for consistent 
awareness and education, administrative and organisa-
tional measures, strict compliance with laws and regula-
tion, while ensuring a successful patient-physician relation-
ship. Furthermore, the study provides recommendations 
that a national watchdog be created to align the different 
privacy right regulations and procedures at cantonal levels. 
The findings of this current paper aims to help the various 
stakeholders get insights and provide guidelines for critical 
decision-making abilities. Finally it will provide scholarly 
insights for further and future studies. 
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2 OBJECTIVES OF THE STUDY 

2.1 General Objective 
The general objective of this study is to examine patients 
and healthcare providers’ perceptions on the patients’ pri-
vacy rights in healthcare centres from a Swiss perspective. 

2.2 Specific Objectives 
I. To examine the perceptions of patients and heath-

care providers with respect to privacy rights of 
patints in Swiss healthcare centres; 

II. To suggest measures for maintaining a successful 
patient-physician relationship in healthcare en-
vironments, while ensuring a high level of data 
security in computerised patient dossiers; and, 

III. To provide recommendations that a national 
watchdog be created to align the different pa-
tient privacy regulations and procedures across 
cantonal levels. 

2.3 Significance of the Study 

The intent of the present research is to makes notable con-
tributions to knowledge with regards to privacy of patient 
rights in healthcare centres from a Swiss perspective. The 
findings aim to provide valuable insights to various stake-
holders of healthcare for instance, healthcare investors, 
healthcare vendors, policy makers, and corporate investors, 
among others. The findings will help the beneficiaries to 
make thorough reflections, investment strategies and criti-
cal decisions. The healthcare and national government poli-
cy makers would also benefit by getting insights from the 
study in coming up with the effective and efficient health-
care policies, guidelines that will enhance patient privacy 
right protection, successful patient-healthcare providers 
relationship, improve healthcare delivery and economic 
growth. Finally, this study will provide areas for further 
and future research that can be used to add values to the 
body of knowledge in the scholarly literature.  

2. 4 Scope of Study 

The scope of this current study is to examine the percep-
tions of patients and healthcare providers with respect to 
patients’ privacy rights within Switzerland. The study was 
carried out in the German parts of Switzerland and con-
ducted using the listed Swiss participating hospitals for six 
consecutive years (2005-2011). 

3 LITERATURE REVIEW 

3.1 Patients Privacy Rights Awareness and 
Education 
Patient’s rights basically affect the freedom of patient to 
autonomy [4]. [5], showed in a study that only 23% of the 
respondents were aware of the patient’s right. [6] asserts 
that 63% of the patients were not aware of their rights in 
receiving healthcare services. In corroborating with the low 

rate of patients’ awareness by patients as asserted above, [7] 
stated that about 74.8% of patients are not aware about 
their rights. In relation with the above, [8] stated that 23% 
of the patients were not aware of their rights in a study car-
ried out in Turkey.  

3.2 Privacy Rights in Healthcare Centres 
According to [9], the European charter of patients’ right, 
indicates that the right of privacy should be guaranteed. 
The right to privacy is the right of individuals to decide for 
themselves how much they will share their thoughts, feel-
ings and facts about their personal lives with others [10]. 
[10] asserts that there are three areas of privacy according 
to studies conducted with patients at the hospital, namely: 
Privacy of life; Privacy of event, and; Privacy of personality. 

 
According to [11], any threat to confidentiality may jeop-
ardise the healthcare relationship. He noted that there are 
times when patients consent to the right of confidentiality 
and freely gives out information for treatment to be shared 
with others. On the contrary, it was stated that patients 
would be unwilling to give certain information to their 
physicians, if they do not trust that the information would 
remain confidential [12]. [13] supports the view above and  
contends that health practitioners should know that pa-
tients will willingly refuse diagnoses by withholding in-
formation about them in the course of medical treatment. 
[13] buttresses a situation in the study where patients indi-
cated that they will refuse to converse with their healthcare 
practitioners should there be absence of privacy. The pre-
sent study will help to gain more insights into physicians’ 
care prioritisation in healthcare sittings. Moreover, it will 
help the research to find out why physicians and nurses 
tend to violate, for example, patient dignity and privacy 
during care. The research will believe that since there exist 
lack of compliance among physicians with regards to some 
human right contexts, patient care prioritisation, then the 
scope of the research is yet to be completed.  

3.3 Rights of Patients 
The observation of patient’s rights is one of the effective 
measures of patient’s satisfaction [14], [15]. It is believed 
that creating awareness on patient’s rights in healthcare 
settings will specifically maintain patient dignity. Accord-
ing to [16] some studies revealed that there is a discrepancy 
between the respect for patients by physicians as declared 
by laws and its applicability in real life. [17] opined that 
physician should however give attention to their patients 
with regards to privacy, rights to information and confiden-
tiality. Although, the European Charter Of Patients’ Rights 
[9] listed (14) rights of patients, but there is no substantial 
report as to the evaluation of perception of respect for pa-
tients’ rights. 
 

3.4 Protection of Privacy Rights of Patients  
The Health Insurance Portability and Accountability Act, 
HIPAA of 1996, was the first federal law to address privacy 
protection, [18]. According to [19] the major goal is the pro-
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tection of privacy of individuals who seek care and healing. 
One of HIPAA’s administrative simplification regulations 
includes privacy, which defines standards for appropriate 
and inappropriate disclosure of medical information and 
patient’s right protection [20]. The original HIPAA rule 
demands that the healthcare entity have to get a written 
consent for the disclosure of medical information for treat-
ment and other health related services [4]. The information 
of patients must be protected from unauthorised access in 
order to protect privacy of patients [21]. Although the need 
for protection of privacy with respect to patients’ rights and 
patients’ dossiers have been stressed, but there seemed dif-
ferent privacy discourses. [22] argues that, in healthcare 
reform and marketplace changes, there should be im-
provement in the protection of medical information. [23], 
pointed out that keeping patients’ information private by 
professionals, promotes effective medical treatment by es-
tablishing trust in the patients-providers relationship. A 
study by [24], showed that 32% of patients indicated that 
their psychosocial privacy had not been respected. [25], 
argued that protection of privacy allow individuals to 
count on their private and public distinctions in communi-
cations. This study aims to provide suggestions and rec-
ommendations on patients’ privacy rights protection. 

3.5 Swiss Healthcare Systems  
According to [26] all citizens or residents are mandated to 
have insurance coverage under the 1996 Health Insurance 
Law. Health is one of the most vital assets for every indi-
vidual [27]. [26] stated that Switzerland’s health costs 
ranked one of the highest in the world after U.S and Nor-
way amounting to CHF 7,833 (US$ 5,144) per capital in 
2009. Switzerland is a federal state comprising of three in-
stitutional levels: the Confederation-Federal (central state), 
the cantons (26) and the municipalities (2740), [28], [29]. In 
Switzerland, the healthcare system is regulated by several 
legal frameworks [30]. Thus, there are 26 ministries of 
health and 26 legal frameworks that are responsible for set-
ting the health laws. For instance, according to [31] Swiss 
healthcare system is both private and public with cantonal 
and federal responsibilities making it very diversified and 
complex. The present research will focus on Swiss health-
care system. 

4  MATERIALS AND METHODS 

4.1 Introduction 
The study employs a qualitative research method by phe-
nomenological approach using in-depth interviews and 
follow-up interviews administered to patients and caregiv-
ers within the listed hospitals in Switzerland. A specific 
data collection form was designed for the purpose of ob-
taining the relevant data. Data was generated from 44 dif-
ferent public and private healthcare centres with a sample 
size of 45 participants. 

4.2 Research Instruments and Data Collection 
The data was collected using a personal computer, writing 
materials, and; semi-structured interview questionnaires. 

Twelve (12) interview-questionnaires were administered 
within the selected target participants. There were follow-
up interviews based on acceptance of the participants, after 
the initial interviews. Each interview was scheduled to last 
between fifteen and twenty-minutes time frame. 
 
Prior to the interview process, an introductory e-mail re-
questing participants’ permission was sent to the prospec-
tive interviewees. Each participant was advised to select a 
fifteen to twenty minutes time frame as deemed conve-
nient. A formal introductory speech or overview of the in-
terview was discussed on the date of scheduled appoint-
ment. To effect proper interview coordination, the partici-
pants were called or e- mailed to verify the reception of 
their respective e-mails.  

 
4.3 Target Population and Sampling Frame 
The target population for this study comprised patients, 
nurses and physicians within the private and the public 
hospitals. The hospitals comprised 44 listed Swiss partici-
pating hospitals between 2005 and 2011. It employed a 
sample size of 45 participants (15 each of patients, nurses 
and physicians) randomly selected during the initial inter-
views and 10 participants at the follow-up interviews. Data 
was analysed using MaxQDA qualitative analysis software. 

4.4 Data Distillation and Presentation 
The present study categorized the responses from the res-
pondents into two parts namely: the survey of interviews 
(Tables 5-8 and Figures 1-4) and the synthesized partici-
pants’ profiles (Tables 1-3). Nine (9) classifications resulted 
from the survey during the initial interviews. This informa-
tion was then coded and distributed into several tables and 
tally charts to illustrate the results. Tally charts represent 
way to identify significance of findings. It is believed that 
this method provides enhanced understanding of the phe-
nomenon of study and deepens the understanding and ef-
fectiveness of the study in the context of the research do-
main [32]. The presentation of data is categorized as fol-
lows: 

 
I. Category One: Information relating to consent 

II. Category Two: Information Relating to Personal 
Definition of Privacy Right; 

III. Category Three: Information Relating to Knowl-
edge of Laws by Nurses and Physicians; 

IV. Category Four: Information Relating to Discussion 
of Medical Information by Nurses and Physi-
cians; 

V. Category Five: Information Relating to Privacy 
Rights of Patients during Admission; 

VI. Category Six: Information Relating to Denial of 
Medical Information; 

VII. Category Seven: Information Relating to Confiden-
tiality of Medical Information;  

VIII. Category Eight: Information Relating to Guiding 
Laws as opined by Nurses and Physicians, and; 

IX. Category Nine: Information Relating to Protection 
of Privacy Rights of Patients. 
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5 FINDINGS AND DISCUSSIONS 
The current research revealed that there is not enough con-
fidentiality regarding medical information. On the notion of 
access to medical files left unattended, findings showed 
33.3% physicians and 40.0% nurses left their files unat-
tended. 20% physicians and 20% nurses believed that rela-
tives and visitors could read files while in the room with 
patients. The study showed that the doctors could forward 
medical reports to a specialist without the consent of a pa-
tient. Patients proved from the research that they normally 
give consents to the caregivers during treatments. Findings 
showed that 86.7% of patients opt in to give consents when 
the need arises.  
 
The study also unveiled the negligence of some medical 
staff resulting from medical confidentiality via discussions 
around hospital corridors. About 9 (60%) out of fifteen 
nurses interviewed relating to the discussion of medical 
information of patients while other people are in the room, 
confirmed that this occasionally occurs. On the other hand, 
7 (46.7) out of fifteen physicians stated that they had know-
ledge about it. Contrasting the above, some nurses main-
tained that information were only relayed with consent and 
to relatives present.  
 
In comparison, misuse of medical information according to 
[33], will normally occur where there is perceived value of 
personal information to third parties. It is vital that caregiv-
ers respect patient’s views about treatment and rights to 
medical records. A study conducted by [24], buttresses the 
fact above that 32% of patients indicated that their psy-
chosocial privacy had not been respected. The research 
findings showed that 80.0% physicians and 73.3% nurses 
believed that the privacy rights of patients could be pro-
tected. Furthermore, 46.7% physicians and 13.3% nurses 
believed that protection would be realised through effective 
compliance and enforcement of basic laws. 
 
From the follow-up interview of the present research, 70% 
of the respondents (10 interviewees) believed that technol-
ogical, legislative and regulatory measures affect the pro-
tection of privacy rights of patients. The research findings 
also indicated that systems’ inconsistency, which present 
barriers to accurate and miss information exchange; non-
uniformity of standards and ineffective legal frameworks 
hinders the effective protection of privacy rights of patients. 
From the follow-up interviews to enable the participant to 
give an in-depth understanding into the subject domain, 
90% of the interviewees responded that education and en-
lightenment on privacy rights of patients upon admission 
positively affects its protection. Findings also indicated 
that, 15 (100%) comprising physicians and 15 (100%) of pa-
tients stated that no information about privacy rights was 
given to patients upon admission into the hospital. On the 
part of physicians as respondents, the research findings 
indicated that they do not normally brief patients about 
their rights upon admission. In contrast to giving informa-
tion, many physicians opined that the station resident nor-

mally carries out admission procedures.  
 
The research admonishes the need for organisational and 
administrative safeguards. When a healthcare centre has 
poor administrative or organisational safeguards, there is 
insecurity in maintaining and ensuring a high level of data 
security, as well as establishing a successful patient-
physician relationship. Furthermore, there are data breach-
es and data/identity thefts and patient’s dissatisfaction. A 
serious threat to personal health information confidentiality 
in healthcare centres according to [34], is the poor design 
and careless administration of control of accesses. The ways 
in which the healthcare organisations manage the affairs of 
the healthcare will affect the security and privacy of the 
medical information of patients and their rights. On the 
follow-up interview findings, it was evident that all partici-
pants making 100% believed that organisational and ad-
ministrative measures positively impact the protection of 
privacy rights of patients. They believed that the measures 
would encourage the medical staff to obey the laws and 
other guiding rights of patient in the hospital. The research 
suggests that organisational and administrative coordina-
tion of medical information dissemination be governed by 
the principles of honesty, trust, transparency, confidential-
ity and integrity.  
 
According to [14], the awareness of patient’s rights and 
evaluating them enhances the satisfaction of patients. The 
inability of some of the respondents to provide a clear defi-
nition and the absence of knowledge of some form of hu-
man right contexts as shown in the study was inconsistent 
enlightenment and education on rights of patients by the 
healthcare practitioners. The research findings showed that 
certain caregivers often ignore some of the rights of pa-
tients, especially if faced with the situation of life and 
death, while many are not aware of certain laws. The study 
showed that 53.3% nurses and 66.7% are aware of the pa-
tient right protection law. On the Swiss Civil Code, the 
finding revealed (0.0%) for nurses and about 6.7% for phy-
sicians relating to awareness.  
 
The research findings revealed that in a situation of severe 
illness of a patient that requires immediate surgical inter-
vention, a physician might intentionally bypass some of the 
patient rights, especially when a patient’s consent is 
needed. 33.3% of physicians interviewed pertaining to pa-
tients’ denial of medical information acknowledged that 
they bypassed some patient rights and human right context 
during treatments. From the perceptions of nurses, it was 
60% pertaining to denial. From the follow-up interviews, 
90% of the respondents believed that compliance with pa-
tient’s right laws and human right contexts in healthcare 
environment positively affect the protection of privacy 
rights of patients. In the initial interviews, some of the res-
pondents gave reasons for the non-compliance as emergen-
cy situations and consents among others. Therefore, the 
need for compliance with patient right laws and human 
right contexts in healthcare environment will have positive 
impact on protection of privacy right of patient, while en-
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suring a successul patient-physician relationship in the fu-
rure. 

5.1 Summary of Findings 
I. Misunderstood and unclear definitions of privacy 

concepts; 
II. Absence of education on rights of patients and 

human right contexts; 
III. Non-consistent and non-uniformity in existing 

laws and regulations; 
IV. Lack of trust and transparency, and non-

compliance with medical information sharing; 
and, 

V. Misunderstood perceptions on the impact on pro-
tection of privacy rights of patients. 

 
The current findings will help in:  
 

I. Providing understanding into the importance of 
education of patients and healthcare providers; 

II. Creating insights into values for protection of pri-
vacy rights of patients and other human con-
texts; 

III. The Improvement of organisational and adminis-
trative safeguards, through thorough reflection, 
critical thinking and decision-making abilities; 
and, 

IV. Enhancing patient-physician relationship, through 
compliance to achieve trust, transparency, and 
dignity. 

6. CONCLUSION AND RECOMMENDATIONS 
The study examines the perceptions of patients and health-
care providers with respect to patients’ privacy rights 
within Switzerland. The following paragraphs provide con-
clusions for the resultant findings as well as recommenda-
tions and suggestions. It makes a notable contribution to 
knowledge and healthcare providers with regards to priva-
cy right of patients. It is hoped that patient-physician rela-
tionship with regards to privacy right of patients will de-
velop further into a unique domain of study in both aca-
demia and practical application. The knowledge gained 
through the present research, will be the most important 
contribution to the academia, the professional communities, 
hospital providers and other health related institutions 
across Switzerland and beyond. 
The research suggests that education and enlightenment 
have positive impact on rights of patients; compliance, or-
ganisational and administrative safeguards have positive 
impact, and that technology, legal, and regulatory measures 
also have positive impact on patient privacy rights. This 
study also suggests that future study be carried out to cover 
other parts of Switzerland and that recommendations 
should include other healthcare and health related institu-
tions. 
 
Finally, the research recommends that a central watch-
dogbe created to align the different patient privacy regula-

tions and procedures acros Swiss cantons. Below is a list of 
recommendations: 
 

I. To engage in a robust and effective public cam-
paign and education in order to create aware-
ness about patient privacy policies and proce-
dures; 

II. Working with designated stakeholders from the 
healthcare sectors in order to identify and ad-
dress the various laws and regulations that fore-
stall the measures relating to implementation of 
patient right laws and other human rights con-
texts; 

III. To control and verify checklists to ensure that pa-
tients’ complaints with respect to their privacy 
rights and perceptions of care are complied with 
and adhere to at regular intervals; ensure care-
giver and patient control over access and health 
information dissemination; 

IV. Swiss cantons to build upon and compliment or-
ganisational and administrative safeguards, in-
cluding administrative requirements, to ensure 
strict compliance and monitoring within health-
care centres; 

V. Ensure a regulatory and legal settings that allows 
exchange of information amongst healthcare 
practitioners and stakeholders, including use 
and disclosure of health information; 

VI. To ensure that services in which measures for im-
plementations are based, are transparent, reli-
able and free from religious, social, and political 
distinctions; 

VII. Prohibit and sanction healthcare establishments 
should there be any form of inconsistencies, 
non-uniformity and non-adherence to laws and 
regulations, and implementations of measures; 

VIII. Ensure that physicians and other caregivers are in-
volved in the development of novel technolo-
gies, critical thinking and decision making abili-
ties; 

IX. To help in ensuring the ease in which healthcare 
centres progresses in support services that en-
ables the transition of health information and 
other related information from paper based to 
technology based systems; and, 

X. To revisit policies and procedures, reevaluate and 
ensure that there is a regular control and com-
pliance relating to patients privacy regulations 
and procedures to maintain consistencies and 
uniformity within cantons. 
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Table 3: Synthesised Patient Profiles 

Table 1: Synthesised Physician Profiles 
Gender Number 

Of Partici-
pants 

Age Range 

 

Organisa-
tion 

(Pub. / Pri.) 

University 
Education  

Male 10 

 

1  (18- 33) 

5  (34- 49) 

3  (50 and 
Above) 

1  (No Age 
Declared) 

15 

 

10 

Female 5 

 

 

4  (18- 33) 

1  (34- 49) 

0  (50 and 
Above) 

4 

 National-
ity 

National-
ity Not 
Stated 

Other Quali-
fication 

Qualifica-
tion Not 
Stated 

Male 2 CH 

1 CH/CAN 

1 USA/CH 

2 DE; ß1 
USA 

3 0 0 

Female 4 CH 1 0 1 

  Legend    

PPRP-D#: Protection of Privacy 
Right of Patients-Physician Number 

Pri: Private; Pub: Public; DE: Ger-
many 

IT: Italy; CH: Swiss 

USA: United States Of Amer-
ica; CAN: Canada 

Source: Marvin Ama-Amadasun, 2015 

Table 2: Synthesised Nurse Profiles 

Gender Number Of 
Participants 

Age 
Range 

 

Organisa-
tion 

(Pub. / Pri.) 

University 
Education 

Male 1 

 

1  (18- 33) 

0  (34- 49) 

0  (50 and 
Above) 

15 

 

1 

Female 14 

 

 

2  (18- 33) 

8  (34- 49) 

4  (50 and 
Above) 

3 

 Nationality National-
ity Not 
Stated 

Other 
Qualifica-
tion 

Qualifica-
tion Not 
Stated 

Male 1 POR 0 0 0 

Female 6CH; 1 
IT/CH 

1 TUR 

6 11 0 

  Legend    

PPRP-N#: Protection of Privacy 
Right of Patients-Nurse Number 

Pri: Private; Pub: Public; IT: Italy 

CH: Swiss; AFR: African 

POR: Portugal; TUR: Turkey 

Source: Marvin Ama-Amadasun, 2015 IJSER
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Gender Number Of Partici-
pants 

Age Range 
 

Organisation 
(Pub. / Pri.) 

University Education  

Male 11 
 

2  (18- 33) 
5  (34- 49) 
4  (50 and Above) 

15 
 

5 

Female 4 
 
 

3  (18- 33) 
1  (34- 49) 
0  (50 and Above) 

2 

 Nationality Nationality Not Stated Other Qualification Qualification Not Stated 

Male 6 CH; 1 IT; 1 AFR 3 4 2 
Female 2 CH 2 2 0 
  Legend    

PPRP-P#: Protection of Privacy Right of Patients-Patient 
Number; Pri: Private; Pub: Public  

IT: Italy; CH: Swiss; AFR: African 
 

Source: Marvin Ama- Amadasun 2015. 
 

 
 
 
 
 

Table 5: Tally On Information Upon Admission 

Table 4: Costs Of Inadequate Privacy Resulting To Data Breaches 

Countries 
2013 Cost [US$ 
(Millions)] 

 

2014 Cost [US$ 
(Millions)] 

 

2015 Cost [US$ 
(Millions)] 

Number of Breaches 
[Average records lost or 
stolen in 2015] 

USA 5.40 5.85 6.53 28,070 

Switzerland Not participated Not participated Not participated Not participated 

France 3.97 4.19 4.34 20,650 

Germany 5.09 4.74 4.89 24,103 

United Kingdom 3.40 3.68 3.37 21,695 

Canada - - 4.40 20,456 

Italy 2.40 2.69 2.75 18,983 

Japan 2.19 2.36 2.68 19,214 

Brazil 1.18 1.61 1.77 22,902 

India 1.00 1.37 1.46 28,798 

Arabian Clusters - 3.12 3.80 29,199 

Australia 2.52 2.59 2.61 19,788 

Source: Adapted from Ponemon Institute, 2015 
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PPR
P-P# 

 N
o inform

ation on right 

  C
onfidentiality 

Inform
ation about right 

A
ge determ

ination 

Inform
ation on operation 

N
ot sure of significance of 

inform
ation 

D
ue to critical illness 

1          
2         
3         
4         
5          
6          
7         
8          
9         
10         
11         
12         
13         
14         
15         
Total # 12 1 1 1 2 1 1 
Percentage 
(%) 

80 6.7 6.7 6.7 13.3 6.7 6.7 

Source: Marvin Ama-Amadasun, 2015 
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Table 6: Tally On Information On Consents 

PPR
P-P# 

 W
ill opt in for it 

 N
o other option 

 O
ne has a say 

N
o know

ledge/ 
no com

m
ent 

For treatm
ent 

1       
2       

3       
4        
5       

6       
7       
8       

9       
10       

11       
12       
13       
14        
15       
Total # 13 1 1 1 1 
Percentage 
(%) 

86.7 6.7 6.7 6.7 6.7 

Source: Marvin Ama-Amadasun, 2015 
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Table 7: Tally On Privacy Right Definition 

PPR
P-N

# 
PPR

P-D
# 

 R
ight to Life 

 C
onfidentiality/confidential 

inform
ation 

N
eed for consent 

Privacy safeguard/ 
Privacy protection 

C
ontrol of personal inform

a-
tion 

Safe m
edical records 

H
um

an right 

1 N; D D  N; D D   
2  N  D N  N; D 
3  N N N N N  
4 N D D D D D  
5  N; D  N N; D  N; D 
6  N; D N  N; D   
7  N; D  N; D D   
8  N; D  N N; D D N 
9  N; D   N; D D  
10 N N; D  N; D D N N 
11 D N; D  N; D N; D   
12 D N; D  N; D    
13 N; D N; D  N; D N; D   
14 N; D N; D D  N; D   
15  D D N; D N; D   
Total 
PPRP-# 

10 25 5 19 22 5 6 

Percentage 
(%) 

N=33.3 
D=33.3 

N=80.0 
D=86.7 

N=13.3 
D=20.0 

N=66.7 
D=60.0 

N=66.7 
D=80.0 

N=13.3 
D=20.0 

N=26.7 
D=13.3 

Source: Marvin Ama-Amadasun, 2015 
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Table 8: Tally On Protection Of Privacy Rights 

PPR
P-N

#  
PPR

P-D
# 

C
an be protected 

 C
onfidentiality/ V

igilance 

Binding agreem
ent 

Privacy /data safeguard 

Inform
ation on rights 

N
o protection/leaky spot/ no 

com
m

ent 

H
um

an right/ D
ignity 

Educational Policies/Legal 
rules/ punishm

ent 

Basic law
s/ enforcem

ent/ 
com

pliance 

Protection not abso-
lute/Loopholes/ N

o guarantee 

1 N; D N  N   D  N; D  
2 N; D D        D 
3      N; D      
4 N     D N   D 
5 D       N D  
6 D   D  N     
7          N; D  
8 N; D D   N      
9 N; D    D   D D  
10 N; D        D  
11 N; D        D N 
12 N; D         D 
13 N; D          
14 N; D        D  
15 N; D        N; D  
Total  23 3 0 2 2 4 2 2 9 6 

Percentage 
(%) 

N=73.3 
D=80.0 

N=6.7 
D=13.3 

N=0.0 
D=0.0 

N=6.7 
D=6.7 

N=6.7 
D=6.7 

N=13.3 
D=13.3 

N=6.7 
D=6.7 

N=6.7 
D=6.7 

N=13.3 
D=46.7 

N=13.3 
D=26.7 

Source: Marvin Ama-Amadasun, 2015 
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Fig 1: Impact of Enlightenment / Education upon Admission on Privacy 
Rights of Patients 

 
Source: Marvin Ama-Amadasun, 2015 

 
Fig 2: Impact of Compliance with Right of Patients and other Physician Con-

fidentiality Laws on Privacy Rights of Patients  

 
Source: Marvin Ama-Amadasun, 2015 
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Fig 3: Impact of Technological, Legislative and Regulatory Measures on Pro-
tection of Privacy Rights of Patients  

 
Source: Marvin Ama-Amadasun, 2015 

 
Fig 4: Impact of Organisational and Administrative Measures on Privacy 

Rights of Patients 

 
Source: Marvin Ama-Amadasun, 2015 
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